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Abstract: When compared to techniques that work in the spatial domain, frequency domain 
approaches like the Discrete Cosine Transform (DCT) and the Discrete Wavelet Transform 
(DWT) are much more accurate. Because of this, both DCT and DWT were tested on public 
datasets to see how well they could hide pictures. After several tests have been done on the 
datasets in question, the algorithms are judged based on the Peak Signal-to-Noise Ratio (PSNR) 
metrics that they have been given. After the information was hidden inside the image, the 
findings showed that the new stego image had a high degree of not being seen and was also 
very strong. The DWT method works better than the DCT method, and the images that it creates 
are much less likely to be ruined by noise. Each pixel in the cover image is given a two-
dimensional discrete wavelet transform (DCT) using the discrete wavelet transform (DWT) 
and DCT algorithms. The secret will be encoded using the DCT coefficient, and it will be 
decoded using the inverse of the 2D DCT. Because of this, these methods of image 
steganography can be used to send private information in a wide variety of situations. Deep 
learning-based techniques for hiding data could make private conversations much harder to 
find and safer in the near future. 
Keywords: Discrete Cosine Transform, Discrete Wavelet Transform, Signal-to-Noise Ratio. 
I. INTRODUCTION 
The dramatic increase of steganography may be directly related to the growing popularity of 
the internet together with the arrival of low-cost, high-bandwidth computing technologies. 
Together, these two factors have fueled the rise of steganography. In today's world, having 
communication that is not just confidential but also secure is more vital than it has ever been. 
As a result of the growing worries regarding the safety of their online activities, steganography 
is becoming an increasingly popular answer to these problems. Steganography is another name 
for secret writing. It is normal practise these days to encrypt a file and then disguise it as another 
kind of media, such as an image, an audio file, or a video clip. This can be done for a variety 
of reasons. Steganography is the name given to this particular method. The purpose of 
steganography is to conceal data or a "payload" within a cover image in such a way that the 
viewer is unable to determine that the cover image includes concealed data. Steganography can 
be produced using a variety of techniques, including the least significant bit (LSB) approach, 
the discrete cosine transform (DCT) method, and the discrete wavelet transform (DWT) 
method. Both the geographical domain and the frequency domain are viable application areas 
for steganography. One has the option of processing an image in either the spatial domain or 
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the frequency domain. When processing an image in the spatial domain, the processing is done 
directly on the pixel values of the image. When processing an image in the frequency domain, 
the pixel values are first transformed and then the processing is done on the changed 
coefficients. LSB is utilised in the time domain, whilst DCT and DWT are utilised in the 
frequency domain. The least significant bit (LSB) scheme is susceptible to attacks that involve 
compression, cropping, and other standard image processing techniques. It works by 
converting each image pixel into a binary value and hiding information in the least significant 
position of the binary value of the cover image's pixels. For the purpose of converting digital 
picture data from the spatial domain to the frequency domain, mathematical functions known 
as discrete cosine transforms (DCT) and discrete wavelet transforms (DWT) are utilised. Data 
is encoded in the bits of the medium frequency components that have the least significance 
when utilising the Discrete Cosine Transform (DCT), which is a method that is developed for 
lossy compression. Discrete Wavelet Transform (DWT) is a technology that is utilised for the 
purpose of encoding confidential communications inside the high frequency coefficients; this 
technique is extremely reliable. 
 
II. RELATED WORK 
V. Kumar et al.[1] Steganography is an important tool for any field that needs to send secret 
messages. It can be used to verify the identity of users, protect intellectual property, make sure 
information is correct, and do a lot more. With discrete wavelet transform-based 
steganography, the wavelet coefficients of the cover image are changed (DWT). The secret 
message has been encoded so that it looks like it is part of the CH band of the cover image. 
This is done using a DWT-based method for hiding picture data that has been talked about 
before. This study's goal is to find out how putting the hidden message in different frequency 
bands (CH, CV, and CD) affects the steganographic image's peak signal-to-noise ratio (PSNR) 
(PSNR). Six different kinds of attacks have been tried out in this experiment. 
S. K. Yadav et al.[2] Steganography is a way to send information secretly by encoding it so 
that it looks like it is part of another type of data. Digital images (DI) are becoming more 
popular as a format for service documents because they are easy to access on the internet. In 
image steganography (IS), information is hidden by putting it on top of another image, which 
is called a "cover image" (CI), to make a "stego-image" (SI). There are many different types of 
steganography, and each one has its own pros and cons. 
M. Garg et al.[3] Digital watermarking is the process of putting the copyright information or 
watermark into the information using a computer. To reach this goal, both the spatial domain 
and the robust transform domain are very helpful tools. This study suggests using fingerprint 
verification techniques and a technology called "watermarking" together to make sure that 
digital images are real and to protect the photos' intellectual property. In addition to RSA and 
LSB, you should also use DWT to improve the accuracy of the method you have given. 
Compared to the research that has already been published, the proposed method gives perfect 
results. Some of the metrics used in this investigation are mean square error, accuracy, and 
peak signal-to-noise ratio (PSNR). 
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M. R. D. Farahani et al[4] In this study, we show a way to hide information in images that is 
completely safe and can hide a lot of information. The discrete wavelet transform is used in 
this method (DWT). This method is used for secret communication using images that can't be 
seen (carrier data). We start by using DWT, which is based on Haar filters, to change the 
message data and the data for the cover picture. Next, we put the message's DWT coefficients 
into the cover image's DWT coefficients. Since this is the case, researchers are looking into 
many different ways to embed message data using DWT. 
N. M. Surse et al[5] Because information is so precious while conducting business online, it is 
crucial to make sure it is delivered safely over the internet. Because of this, data security is 
crucial whenever information is being sent or shared across an unprotected network. Data 
security refers to the process of safeguarding information against cyber threats including 
intrusion and unauthorised access. Data sent over the internet may be encrypted, hidden via 
steganography, watermarking, or fingerprinting, or a combination of these methods. 
Steganography, watermarking, and fingerprinting are all examples of data concealing 
techniques used for security purposes, while cryptography is used to encrypt data for privacy 
reasons. 
A. Kumar et al.[6] In this ground-breaking piece of steganographic research, we describe a 
method for concealing the concealed image that makes use of sharing with a (k,n)-limit. The 
hidden image is prepared for the Wavelet Transform at the beginning. In the second step of the 
process, you will use Lagrange's Polynomial Interpolating Scheme to cut the image data into n 
parts of your choosing. 
P. Sharma et al.[7] This is an abstract for a work in which the authors suggest using the Discrete 
Cosine Transform (DCT) algorithm and the discrete wavelet transform (DWT) technique to 
make a safe way to use digital watermarking or steganography on the Red part of an image. "A 
Secure Method for Digital Watermarking or Steganography on the Red Portion of an Image" 
is the name of the work. The most important photos in this plan will be the wrap image and the 
mystery shot. 
R. B et al.[8] A process that involves bit shifting and H.264 encoding is used to make the hidden 
message ahead of time. The first step is to make a calculation that can recognise moving things 
on the host recordings so that the right places for the moving things can be found. The 
information concealment technique is then told to use foundation subtraction to put a mystery 
message image into the Discrete wavelet transform planes of all the moving parts of the video. 
This is done so that the information stays secret. The results of our testing show that the 
maximum number of installations that can happen at once can be raised, and that the level of 
security can be increased to protect against more types of attacks. 
III. PROPOSED METHODOLOGY 
In this research work , we discuss about on [10]'s method of watermarking and use it for 
steganography. The 256x256 grayscale image that will be the cover is also being considered 
for the 128x128 image that will hold the secret data. Instead of hiding the secret image itself 
when it is transferred, the DWT-DCT Transformation for Red Component Robust 
Steganography is used to hide the key that opens it in another image. Cover watermarking with 
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DWT-DCT Transformation for Red Component Robust Steganography, as suggested in [9], 
hides the key that was made. In steganography, once the secret data has been retrieved, the 
cover image is no longer needed at the receiver. This means that the transformed coefficients 
of the cover in certain bit planes can be completely rewritten to hide the data. This means that 
more people may now be able to hide. The parts of the modified cover picture with higher 
frequencies are used in the middle bit planes to make them more secure and reliable. Here's 
what you need to do to hide the key: Find out the integer wavelet transform of the cover. Build 
the binary image by using the middle bit planes of the higher frequency parts of the image that 
was changed. Press the Key First, get the inverse DWT-DCT Transformation for Red 
Component Robust Steganography[10] of the transformed image. Then, use the bits of the 
compressed key to replace the middle bit planes of the higher frequency components of the 
transformed image. This is how you will get the stego image. 
Writing or code that is hidden Utilizing LSB Codes A method for encoding text that: - 
To get started, look at the cover art and what's hidden in it. 
Second, we need to change the text into a format called "binary [11]." 
In the third step, we'll figure out the LSB value of each pixel in the cover image. 
In the fourth and final step, you will put the bits of the secret message into the low-order byte 
of the cover image one at a time. 
As the fifth step, you will need [12] to make a steganographic image. 
As the sixth step in the process, find the Mean Square Error and Peak Signal [13] to Noise 
Ratio of the stego image. The formula for getting messages back - 
First, you have to figure out how the steganography works. 
In the second step, you have to figure out the LSB value for each pixel in the stego image. 
In the third step, bits are taken out and each 8-bit sequence is turned into a character. This step 
is sometimes called "decoding." 
DCT-based steganography [14] 
The formula for putting messages inside: - 
Let's start by looking at the book's front cover. 
In the second step[15], you will need to figure out what the secret message looks like in binary. 
Third, we cut the cover image into 8x8-pixel squares. 
In the fourth step, we'll start at the top and work our way clockwise around each pixel block, 
removing 128 from each one as we go. 
Fifth, we change each block with a DCT transform. 
Sixth, each block is compressed with the help of a "quantization table. 
Seventh, you will need to put your secret message in the bit of each DC coefficient [16] that is 
considered to be the least important (LSB). 
Use steganography to create an image. 
Figure out the MSE and PSNR of the stego image (peak signal to noise ratio). 
The instructions for getting messages 
First, you must figure out how the steganography works. 
After this step, the Stego image is cut into 8-pixel-wide and 8-pixel-tall squares. 
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Third, start at the top of each block of pixels and work your way down, taking away 128 every 
time you move down. 
In the fourth step, we give each block a DCT calculation. 
In the fifth step of the process, each block is compressed on its own using a quantization table. 
Find the bit that is the least important for each of the DC coefficients. The sixth step is to do 
this. 
Seventh, get each character by first getting its 8-bit representation and then changing it. 
Discrete Wavelet Transforms as the Base for a Steganographic Method [17] The algorithm for 
getting messages out 
First, look at the cover art and figure out what it's trying to tell you. 
In the second step of the process, we will change the text into binary [18]. It is suggested that 
2DHaar be used to change the cover image. 
In the third step, you will figure out both the horizontal and vertical filtering coefficients for 
the cover image. The data bits for the DWT coefficients are attached to the cover image. 
Get the hidden picture so you can move on to step four. 
Step five: Find out the stego image's MSE and PSNR values (peak signal to noise ratio). 
Text retrieval algorithm[19]: 
-First, you have to figure out how the steganography works. 
The second step is to figure out both the horizontal and vertical filtering coefficients for the 
cover picture. Put the message back together again after you take the cover apart. 
In the third phase, the information will be turned into a message vector[20]. t should be 
compared to what was said in the first message. 
Results Analysis  
the PSNR values that were found by using the DCT, the DWT, and the method that was 
suggested (DCT with LSB). By using the method that was suggested, the PSNR can be made 
to be worth more. Matlab is the language used to look at the data and figure out what it means. 
Equations (1) and (2) can be used to figure out PSNR and MSE (2). In Table I, the PSNR and 
MSE values are shown. What does it mean when someone says "Peak Signal-to-Noise Ratio" 
(PSNR)? 
If you compare the photos I1 (m,n) and I2 (m,n), the mean squared error (MSE) is

 

 
Table I. Comparison Results 
Algorithm  PSNR(DB) 
DCT 50.34 
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DWT 53.43 
Proposed algorithm  80.345 

If we have an image with M rows and N columns, then we can write this as M*N. 
IV. CONCLUSION 
The method given uses the Discrete Cosine Transform (DCT), Least Significant Bits, and the 
Blowfish Algorithm. When used together, steganography and cryptography provide a level of 
security that has never been seen before. Using this method, sensitive information can be 
hidden in a picture and kept private by using encryption. In a steganographic transmission, both 
the sender and the receiver use the algorithm. A study was done to find out how well different 
cryptographic algorithms worked, and the results showed that blowfish worked the best of all 
of them. Through the efforts of DCT, LSB, and Blowfish working together, data is kept private 
while it is being sent. The image made by the method suggested has a higher PSNR value, 
which shows that its overall quality is better. 
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