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Abstract 
A computing paradigm known as "cloud computing" offers end users on-demand, scalable, and 
measurable services. Nearly every firm in the modern day has huge reliance on this computing 
technology for cost-savings, infrastructure, development platforms, and data processing 
analytics of data, etc. The services that the cloud service offers end users can use providers 
(CSP) whenever they choose. using a web application and the internet, from anywhere. The 
cloud infrastructure's security must be top priority. Furthermore numerous technologically 
based research projects are used to give a better and more precise defence system to prevent 
cloud attacks. A type of machine learning technology that has demonstrated to yield better 
outcomes in in recent times, protecting the cloud environment. To develop models that can 
automate the process of identifying cloud threats with higher accuracy than any other 
technology, machine learning algorithms are trained on a variety of real-world datasets. This 
article examines some of the most recent studies that have used machine learning as a defence 
against cloud threats. 
Keywords - Cloud Computing, Machine Learning, Intrusion Detection System, Datasets, 
Supervised Machine Learning,  Unsupervised Machine Learning, Reinforcement Learning,  
Deep Neural Network. 
 
1 INTRODUCTION 
The main worry in the modern day is cloud environment security. Even large cloud service 
providers like Amazon, Google, and others that have adequate security procedures are subject 
to a number of cloud assaults that are periodically reported on a regular basis. Information 
security, identity security, network security, infrastructure security, and software security are 
the five basic categories into which cloud security can be divided. Cloud computing uses the 
service paradigm known as Machine Learning as a Service (MLaaS) to improve its defence 
against various cloud assaults. With the use of machine learning algorithms, a number of 
intrusion detection systems have been created, improving the accuracy of identifying attacks 
and permitting the continuation of efficient corporate operations. 
 
2 Theoretical Setting 
This section provides a quick overview of both machine learning and cloud computing by 
describing their historical development. 
 
 



Journal of Northeastern University 
Volume 25 Issue 04, 2022 

Copyright © 2022. Journal of Northeastern University. Licensed under the Creative Commons Attribution Non-
commercial No Derivatives (by-nc-nd). Available at https://dbdxxb.cn/ 

2880

                                                                                 

                                                                 
 

2.1 Cloud Computing 
A computing paradigm known as "cloud computing" offers end customers on-demand, 
scalable, quantified, and secure services over the internet. These advantages are the reason why 
the cloud computing paradigm finds a very broad range of application cases. Today's market is 
filled with cloud service providers who provide a wide range of cloud services to their clients. 
Amazon Web Services (AWS), Microsoft Azure, IBM Cloud, Google Cloud, Oracle Cloud, 
Alibaba Cloud, and others are a few of them. 
 
2.1.1 Characteristics of Cloud Computing 
According to NIST, cloud computing primarily has five key characteristics. [1, 2] 

 On-demand self-service- Cloud services are made available to end users on demand 
and without the involvement of the cloud service provider, according to the 
characteristic known as on-demand self-service. 

 Rapid elasticity: Cloud-based applications can adapt to sudden changes in service 
demand without running out of resources or experiencing business interruptions. 

 Measured Service: The services offered by the cloud service provider are billed on a 
metered basis, meaning that customers who utilise the services are only charged for the 
services they actually use and are free to quit using them at any time. 

 Broad network access-Cloud services are accessible and can be used with a variety of 
thin clients, including smartphones, laptops, desktop computers, PDAs, and more. 

 Resource Pooling-The cloud service provider pools resources such as memory, 
storage, processing power, network bandwidth, etc. in order to fulfil the requests of 
numerous clients. 

 
Fig. 1: Working Model of Cloud Computing 

2.1.2 Service Models 
IaaS: This service model provides the essential hardware needed to run the cloud application. 
These resources include virtual machines, storage, networks, and computing units. Because the 
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service provider covers the full cost of setup and maintenance, this service layer helps save 
money on the high cost of setting up and maintaining these resources. [3, 4] 
PaaS-Using the underlying cloud architecture, PaaS provides the platform for developers to 
create apps. PaaS offers several technologies, programming languages, and other tools needed 
to create a cloud application. Although the end user has full control over the programme, they 
have no control over the underlying cloud infrastructure. 
SaaS-This paradigm enables the end user to access programmes deployed to the cloud via the 
internet using a variety of clients. End users can only use a programme; they have no control 
over the cloud infrastructure or the application itself. 
 
2.1.3 Deployment Model 
Public Cloud: All end users who only need to use the public cloud-deployed applications are 
given access to it. Amazon EC2, Google App Engine, Microsoft Azure, and others are 
examples. [3, 5] 
Private Cloud: The private cloud is entirely dedicated to the use of individual private 
companies for conducting business in a very private and secure manner without interference 
from third parties. Examples include the Microsoft ECI data centre, the Amazon VPC, the 
Ubuntu Enterprise Cloud, and Eucalyptus, among others. 
Community Cloud- When all of the firms share cloud infrastructure, this deployment 
technique is used. Community cloud models may be in-site or outsourced depending on the 
need. Google Apps for Government and Microsoft Government Community Cloud are two 
examples. 
Hybrid Cloud- Hybrid clouds are made up of a combination of other deployment models that 
are now accessible. An illustration may be VMware vCloud, etc. 
 
2.1.4 Cloud Attacks 
The cloud computing paradigm is vulnerable to various threats. Depending on the sort of attack, 
these can happen at IaaS, PaaS, or SaaS cloud service models. [6]. Some of the well-known 
cloud assaults are shown in Figure 2 at the relevant service models. 
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Fig. 2: Classification for Cloud Attacks 
Reinforcement Machine Learning: Reinforcement ML uses a feedback-based learning 
paradigm. The agent is untrained in any area and learns from its own experience of supervised 
datasets and is rewarded or punished for choosing the right or wrong action in accordance. The 
categorization of machine learning algorithms is shown in Figure 2. 
3 LITERATURE REVIEW 
A machine learning-based intrusion detection system for cloud computing was proposed by 
Chkirbene et al. [13]. Although the classifier is the most crucial part of an intrusion detection 
system[26], the unbalanced nature of the datasets makes it impossible for it to perform with 
high classification accuracy. In this proposed solution, the weighted supervised decision tree 
algorithm is used as the classification algorithm to address this issue. The proposed approach 
generates low points for negative classification and high scores for positive classification, 
resulting in high accuracy for the classifier. 
In their research paper, Bagga et al. [14] suggest another security framework that combines the 
SVM machine learning method, Network Function Virtualization, and Software Defined 
Network. This strategy highlights its significance as it successfully achieves security against 
various assaults for both NFV and SDN. There are two levels to the suggested structure. First, 
into "security enforcement plane," which is separated into three components: MA (Monitoring 
Agent), IB (Infrastructure Block), and CMB, and is in charge of providing security against both 
internal and external assaults in IoT. (Control and Management Block). Secondly, into the 
"security orchestration plane," where the security policies are configured in real time. An 
improved outcome is obtained in terms of accuracy, FRP, detection rate and training time as 
compared with other existing approaches. 
 The importance of data security in mobile cloud computing due to the involvement of 
heterogeneous network is depicted by Dey et al. [15] and an intrusion detection system that can 
handle such complex security constraints is thus proposed. KMeans and DBSCAN machine 
learning algorithm lays the foundation for such an IDS, which can guard defence against 
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heterogeneous attacks such as MITM as well as DDoS. This approach trains the system on 
cluster basis and does the traffic classification on the basis of distance calculation. Better 
accuracy results for the proposed IDS is achieved as their is a reduction in the complexity due 
to the non requirement of updates in the rules regularly.  
Dey et al. [15] illustrate the significance of data security in mobile cloud computing due to the 
participation of heterogeneous networks, and a proposal is made for an intrusion detection 
system that can manage such complicated security limitations. Such an IDS can protect defence 
against heterogeneous threats like MITM and DDoS thanks to the K Means and DBSCAN 
machine learning algorithm. This method uses clusters to train the system and bases traffic 
classification on distance calculations. Due to the suggested IDS's reduced complexity from 
not needing to change its rules on a frequent basis, better accuracy results are obtained. 
The Rabbani et al. [17] present another machine learning-based method for the CSP (cloud 
service provider) to monitor user activity in the cloud. The method makes use of the 
hybridization of PSO-PNN for the aim of identifying unauthenticated users in the cloud 
(particle swarm optimization and probabilistic neural network). By obtaining high accuracy in 
terms of true positive rate, false negative rate, f-measure, and precision, the results 
demonstrated the usefulness of the suggested hybrid method. 
Machine learning is used by Hesamifard et al. [18] to protect privacy. Using homomorphic 
encryption, data is used to encrypt information for the neural network's training. Accurate 
polynomial approximations are used as an alternative to the neural network's typical sigmoid 
and ReLU (Rectified Linear Unit) activation functions. Comparing the suggested approach to 
SMC (secure multiparty computation) and HE, it provides privacy with greater accuracy 
(homomorphic encryption). 
Singh et al. [19] use the mutual authentication protocol to secure machine learning-based data 
sharing over the cloud. Multiple sorts of cloud attacks, including DoS, DDoS, MITM, reply, 
etc., are readily protected against by the proposed mutual authentication protocol. Schnorr's 
signature and ECC (Elliptic curve cryptography) are used for the aim of encrypting data with 
the advantage of short keys, and voting classifiers are used to classify threats or assaults. The 
ProVerif tool's results demonstrate the excellent accuracy of the proposed methodology. 
Salman and others [20] provided a research paper that advocated using an intrusion detection 
system in conjunction with machine learning to counteract various cloud threats in a multi-
cloud setting. The intrusion detection system used in this proposed approach uses linear 
regression and random forest supervised machine learning algorithms. The key benefit of this 
strategy, aside from detecting cloud threats, is that it also ensures threat categorization using a 
cutting-edge step-by-step algorithm[23][24]. In terms of categorization and threat detection, 
accuracy is 99.0% and 93.6%, respectively. 
A deep neural network-based intrusion detection system was proposed by Chiba et al. [21] by 
combining the genetic and simulated annealing techniques. The SAA algorithm achieves 
optimization in the search phase of the genetic algorithm while the upgraded genetic algorithm 
utilised by this approach reduces convergence as well as execution time. These algorithms 
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enhance DNN properties such as feature selection and activation function, hence boosting the 
deep neural network's overall performance. 
Khilar et al. [22] suggest using machine learning-based authorisation to restrict access to cloud 
services to only authenticated users. The trust between service providers and end users 
increases as a result of the suggested approach's improved authorization system for cloud users 
and restrictions on unlawful access to cloud resources, and overall data security also advances. 
When compared to the established method for user access to cloud resources, the suggested 
strategy produced better results in terms of MAE, time, recall, precision, and f1-sccore. 
At the cloud hypervisor, a learning algorithm is utilised in hybrid mode to find network 
anomalies. The hybrid model that is suggested operates on network traffic According to Sethi 
et alstudy .'s report [24], IDS based on reinforcement learning improves cloud security. The 
primary weakness of standard IDS for cloud security is inaccurate classification accuracy, 
which is addressed by this method's low FPR (false positive rate). The proposed model consists 
of three modules: the host network, which defends against attacks based on virtual machines, 
the agent network, which distinguishes between legitimate and malicious requests, and the 
administration network, which enables administrators to disable the offending virtual 
machines. 
In order to provide cloud security, Chkirbene et al. [25] proposed a "EIDS" scheme for traffic 
analysis, in which past and present decisions are investigated, unwanted features are removed 
from the dataset, the data is clustered using the K-Means algorithm, and normal and malicious 
requests are distinguished using SVM and machine learning-based intrusion detection. To 
improve the efficiency of the intrusion detection system, decisions on the classification of 
attacks are compared between the present and the past. The detection rate of the supervised 
learning classifier has grown by 24% overall (almost 90%), which increases the security of 
IDS. Chkirbene and others [26] provided two models for trust-based IDS: the accelerated 
model and the classification model (TIDCS) (TIDCS-A). The former model handles 
dimensionality reduction so that only the necessary features from the UNSW dataset can be 
handled by the machine learning method, and the latter model handles anomaly detection. The 
simulation results clearly show that the proposed model, which uses TIDCS and TIDCS-A 
machine learning techniques, is capable of both attack classification and detection with greater 
accuracy. 
Data tampering becomes a bigger issue when using machine learning in a distributed cloud 
setting. For the purpose of retraining the integrity of the data, Zhao et al. [27] established a 
verification approach for the data in distributed cloud environments called DML-DIV 
(distributed machine learning data integrity verification). Additionally, it is evident from the 
simulation findings that the suggested DML-DIV strategy outperforms the already used 
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comparative approaches in terms of privacy protection, forgery, and tampering attack.

 
Table 1. Summary of related work 

4 CONCLUSIONS AND FUTURE SCOPE 
Customer data stored in the cloud is extremely important, and its security must never be 
compromised. The researchers deploy several new technologies and a variety of security 
techniques to increase the security of the cloud ecosystem. There is a lot of room for 
machine learning to improve accuracy and automate defence against both known and 
unidentified cloud assaults. The primary goal of this survey article is to provide readers 
with a current picture of machine learning-based research in the area of cloud security. 
In order to provide more precise cloud data security in the future, we suggest an intrusion 
detection system that will use an improved and optimised machine learning algorithm. 
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