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Abstract:
Sensitive data has frequently been secured using picture steganography techniques by
concealing it in the cover image. Least Significant Bit (LSB), which substitutes a secret data
bit for the least significant bit in the cover picture pixel, is one of the most popular techniques
for protecting sensitive information. The data concealment technique, however, can reduce the
image's quality and draw an attacker's notice. Numerous optimization algorithms have been
used to improve cover picture quality, but more research is needed to determine the best cover
image pixel from which to conceal data. The best beginning pixel in the cover image for data
concealing has thus been quickly explored using an efficient data hiding technique that has
been proposed in this paper. The Egyptian Vulture Optimization (EVO) algorithm, which
performs three operations in various iterations to find the best solution based on the fitness
function, can be used to do this. Images from a typical dataset are used in the simulation results
to verify the suggested technique's effectiveness. The effectiveness of the suggested method is
assessed in comparison to well-known optimization-based data concealment strategies. It has
been proven that the proposed technique offers a higher PSNR. The secret data can also be
concealed in its original or transformed form. As a result, while its data form is unknown, the
receiving side cannot retrieve the secret. The suggested method helps with image
steganography since it makes it simple for the user to find the best starting pixel in the cover
image.
Keywords: Steganography, LSB, Security, Egyptian Vulture Optimization.

1. Introduction

The amount of sensitive data that is being communicated on the internet network has increased
drastically during the last few decades. Security is the paramount importance for effective
communication [1-2]. Cryptography and steganography are the fields that deal with these
aspects of secured communication and provide the required security to the internet network.
The cryptographic algorithms scramble the message in such a way that only the authorized
parties can decrypt it [3]. The main issue that arises in the cryptography algorithms is that it
gives suspicious attention to the attacker about the communication happening on the line. On
the other hand, steganography algorithms are utilized to hide the important information in the
cover medium (such as image, text, audio, and video etc.) and do not draw attention of the
attackers [4]. Recently, most robust data hiding can be achieved with image steganography and
finding much interest of the researchers as it is easy to locate and provide improved
redundancy. Further, image steganography is categorized into two broad classes: (1) spatial
domain (2) Frequency domain. Spatial domain involves direct manipulation of cover image
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pixels for data hiding. Whereas frequency domain firstly transforms the cover image pixels
into the frequency domain and then the transform coefficients are used to hide this data.
However, frequency domain provides higher computational complexity and lesser embedding
capacity than spatial domain [5].Therefore, in current research work the spatial domain
technique is utilized for data hiding.

As reviewed in the literature of most of the researchers, Least Significant Bit (LSB) algorithm
is established as one of the most favoured algorithms utilized for data hiding scheme especially
in spatial domain [5-6]. In this algorithm, a secret data bit replaces the LSB of the pixel in the
cover image. However, this algorithm provides variability if LSB is not matched with the secret
data bit. In order to reduce the variability, optimization algorithms have been deployed for
steganography. In the literature, the most preferred optimization algorithms are: artificial bee
colony (ABC), genetic algorithm (GA), cat swarm optimization (CSO), particle swarm
optimization (PSO), and smell bee optimization (SBO) [7-11]. Next, the three most relevant
papers that relates to current research work are discussed. Kanan et al. [7], presented a genetic
algorithm-based steganography method that explores the optimal starting point and direction
in the cover image for data hiding, but its exploring rate is low. Further, Bedi et al. [8],
introduced a particle swarm-based steganography method that searches the best pixels in the
cover image for data hiding, but its embedding capacity is very less and the best pixels
information needs to communicate with the receiver. Recently, Anan Banhansakun [9],
proposed an artificial bee colony-based steganography method that explores the optimal blocks
in the cover image for data hiding. In addition, the permutation operation is performed on the
secret data before embedding it in the blocks that enhance security. However, its optimal block
information and permutation operation principle need to communicate with the receiver to
recover the original secret data. Different challenges in these algorithms are considered for
designing an optimized data hiding algorithm that quickly explores the optimal starting pixel
in a cover image, reduces the variability without degrading the embedding capacity, and
communicate with only two parameters in the receiver to recover the original secret data.

The major contribution of this paper involves designing an image steganography technique that
provides better imperceptibility without influencing the embedding capacity. In order to
achieve this goal, the Egyptian vulture optimization (EVO) algorithm is deployed for data
hiding. The EVO algorithm has a fast-exploring rate as compared to the existing algorithms.
The EVOA has been successfully employed in the Salesman problem [12], Knapsack problem
[13], and Vehicle routing problem [14]. Further, the secret data is embedded in either original
or in transformed form (flipped, reversed, or shifted form). Thus, the secret data cannot be
recovered until the exact form of data is not known. Different simulation results are performed
to further validate this proposed technique on the standard dataset images. The results indicate
the superiority of the proposed algorithm over most of the existing algorithms in terms of PSNR
value. Thus, this proposed technique can be deployed for data hiding in the real-time
applications also.

The remaining part of this paper is organized as follows. Overviews of LSB as well as EVO
algorithms and their adaptation in the proposed technique are provided in Section 2. EVO
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algorithm is adopted for image steganography in Section 3. Simulation evaluations are
provided in Section 4. Finally, different conclusions drawn out of proposed work are discussed
in Section 5.

2. Related Work
This section discusses the LSB as well as EVO algorithms in order to understand the proposed
optimized data hiding technique.

2.1 LSB Algorithm

LSB is the most preferred data hiding algorithm especially in the spatial domain. In order to
achieve data hiding, a secret data bit replaces the LSB of the cover image pixel. Figure 1
illustrates the data hiding process [9]. Suppose there are 8-bits in the secret data. In order to
hide this 8-bit data, 8 pixels of the cover image are required. Afterwards, each secret data bit
is embedded in the LSB of the cover image pixel that provides the stego image pixels in the
output. In the receiver side, firstly these pixels of stego image are read and then the secret data
bits are extracted from the least significant bit of the stego pixels.

Figure 1 LSB Algorithm
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2.2 EVO Algorithm and its Adaptation for the Proposed Technique

The EVO algorithm (EVOA) is based on the natural processes employed by Egyptian vulture
for food acquisition [12-14]. The Egyptian vultures eat the eggs of the other birds as their food.
To break the eggs, these vultures use activities, such as tossing with pebbles, rolling with twigs,
and change the angle of the eggs for searching the weak points. Different steps applied in the
EVOA are shown in Fig. 2.

A detailed analysis of these steps and their adaptation in steganography are explained below:

o Solution Set Initialization: The initialization of the parameters is done in terms of variables
that represent initial solution sets. The refinement of variables is done to determine the
superimposed conditions and constraints. In the proposed technique, a number of variables
such as, iterations, pebble size, tossing force, degree of rolling, mutation rate, dimension
parameters, and the direction of rolling are initialized. Besides that, the secret data matrix and
the cover image are selected to determine the fitness function of each vulture.
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o Fitness Evaluation: The Egyptian vulture checks the condition of the egg after hitting with
pebble, rolling with twigs, and change of angle to evaluate the weak points that are formed on
the eggs. In the proposed technique, firstly, the vultures are initialized with the random starting
pixel and secret data bit order. Then, the fitness evaluation of vulture is done using the MSE
parameter. Out of all vultures, the vulture obtaining the minimum MSE is measured in terms
of fitness function, starting pixel, and secret data bit order. Next, for each iteration, different
steps of EVO algorithm are performed and according to their fitness function, vulture’s starting
pixel and secret data bit order are updated and compared with the previous MSE value. If
current MSE is lesser than the previous one then MSE is updated.

Figure 2 Steps for EVOA
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o Tossing with Pebbles: The Egyptian vulture utilizes the pebbles for breaking the eggs of
other birds. The pebble works as a hammer, and it is stroked several times on random positions
of the egg to find the weak point and break the egg. This approach is employed by vultures to
determine new solutions. Two parameters utilized by vultures for performing tossing with
pebble are: pebble size (PS) and tossing force (TF). The pebble size parameter defines how
many new solutions should the pebble carry and must intrude forcefully into the solution set
whereas force of tossing parameter defines how many solutions are removed from the solution
set. The value of both parameters should be greater than zero to perform get in and removal
from the solution set, as shown in Figure 3. In the solution set, the value 20 is included and 6
is removed from the solution set.

Figure 3: Inclusion and Removal using Hit with Pebble Operation
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In the proposed technique, initially, a vulture is selected randomly from the initial population
of vultures. After that, a random number is generated and flipped operation is performed on
the vulture that gives another starting pixel. The same procedure is applied for secret data order.
Next, the MSE is determined for the updated starting pixel. If the MSE of the updated starting
point is lesser than the existing vulture starting point then the vulture population is updated
with the new starting pixel and secret data bit order else rolling with twigs step is performed.

o Rolling with Twigs: The Egyptian vulture uses another astonishing skill, i.e., rolling with
twigs to search the different weak points in the egg. The rolling with twigs is performed when
no suitable match is found, as a result of a hit with pebbles. Two parameters defined for
performing rolling with twigs are: direction of rolling (DR), and degree of rolling (DS). The
degree of rolling defines that how many times solution set is circularly rotated whereas
direction of rolling defines whether the left/right circular shifting is performed. These
parameters are used to roll the solution set circularly for determining a new solution, as shown
in Figure 4.

Figure 4: Operation of Rolling with Twigs
2 3 E 6 7 8 E ! |

For DS=2 & DR=0 (Right Circular Shift)
E ! 12 3 5 6 K 8 |

In the proposed technique, the selected vulture (in the tossing with pebble step) randomly rolls
(circularly shift) based on the parameters such as degree of rolling and direction of the rolling
and provides a new starting pixel in the cover image for data hiding. The same process is
applied for secret data order. Next, the MSE is determined for the updated starting point. If the
MSE of the updated starting point is lesser than the existing vulture starting point then the
vulture population is updated with the new starting point and secret data bit order else a change
of angle step is performed.

o Change of Angle: The Egyptian vulture uses one more technique to increase the chances of
breaking the eggs, i.e. by changing the angle of the eggs (mutation). In this step, values (single
or multiple) of the solution set are updated in order to determine the new weak points on the
egg. In the proposed technique, multi-point values of the solution set are updated. In order to
achieve this step, based on the selected vulture (in the tossing with pebble step) two number
are randomly generated and mutation step is performed on it to determine a new starting pixel
in a cover image. Next, the MSE is determined for the updated starting point. If the MSE of
the updated starting point is lesser than the existing vulture starting point then the vulture
population is updated with a new starting pixel and secret data bit order else no change in the
initial population.
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o Check Condition to continue or to stop: Based on the fitness evaluation and initialization
parameters, the iteration is continued or stopped.

3. Proposed Technique

A detailed description of the projected EVO algorithm-based optimized data hiding technique
is presented in this section. The proposed technique is simple and quickly explores the optimal
starting pixel in the cover image and secret data order. Additionally, only two reference
parameters are needed to communicate with the receiver for extracting the original secret data.
These parameters are data embedding and data extraction, which are explained in detail as
below:

3.1 Data Embedding

Initially, the cover image and secret data are examined in this step. Next, the Egyptian vulture
optimization algorithm is applied to it for searching the optimal starting pixel in a cover image
and secret data order that provides minimum variability after data hiding. To achieve this goal,
fitness evaluation is done using mean square error (MSE). After, determining the optimal
starting pixel and secret data order, the data hiding operation is performed in a cover image so
as to get a stego image in the output. The flowchart for the data embedding is shown in Figure
5.

Next, different steps utilized to determine the optimal starting pixel and secret data order using
the

Egyptian vulture optimization algorithm are explained below:

1. Read the cover image and secret data.

2. Initialize the Egyptian vulture optimization algorithm parameters like the number of
vultures, total number of iterations, dimension, pebble size, tossing force, degree of rolling, the
direction of rolling, and change of angle rate. Next, the lower bound and the upper bound values
are determined from the cover image size.

3. Initialize the matrix (V X N) is defined. Where, V represents the total number of vultures
and N represents the dimension of each vulture. In the proposed algorithm, the value N = 2 is
defined. The first value of the dimension represents the optimal starting pixel and the second
value represents the secret data order.

4. The elements of matrix (V X N) are loaded with random starting pixel values and secret data
order.

5. Next, the fitness evaluation of the matrix is performed in terms of Mean Square Error (MSE)
value. Out of all vultures, the vulture providing the minimum MSE for starting pixel and secret
data order is stored.

6. Further, a single vulture is chosen from (V' X N) matrix and operation of hit with pebble is
performed on it that provides a new vulture (new starting pixel and secret data order value).
After that, a fitness evaluation for the new vulture is performed. If the MSE value of new
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vulture is lesser than the original vulture then the vulture is updated with new vulture else
rolling with twigs operation is performed on it.

7. In the rolling with twigs operation, the degree of rolling value is randomly generated and
based on the direction of rolling, the circular operation is performed on the original vulture that
generates a new vulture with a new starting pixel and secret data order. After that, a fitness
evaluation for the new vulture is performed. If the MSE value of new vulture is lesser than the
original vulture then the vulture is updated with the new vulture else change of angle operation
is performed on it.

8. In the change of angle step, the original vulture (starting pixel and secret data order) value
is flipped based on the mutation rate that provides a new vulture with a new starting pixel and
secret data order. After that, a fitness evaluation for the new vulture is performed. If the MSE
value of new vulture is lesser than the original vulture then the vulture is updated with the new
vulture else no change in the original vulture.

9. Next, 6-8 steps are performed for a fixed number of iterations to determine the optimal
starting pixel and secret data order.

10. After that, the data hiding is performed in a cover image from the optimal starting pixel so
as to get a stego image in the output.

11. This stego image along with reference parameters (optimal starting pixel and secret data
order) is communicated to the receiver.
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Figure 5: Flowchart of Data Embedding using Proposed Technique
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The pseudo-codes for the data embedding are shown in Table 1.
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Table 1: Pseudo-codes for the Proposed Algorithm

Input Parameters: Cover Image (CI), Secret Data (SD), Pebble Size (PS), Tossing Force
(TF), Degree of Rolling (DS), Direction of Rolling (DR)

Output Parameters: Stego Image (SI), Optimal Starting Point (OSP), Secret Data Order
(SDO)

1.Start

2. Initialize the Parameters
Number of Vultures (V):50

Total Number of Iterations (I): 30
PS=2;

TF=2;

DS=0;

DR=0;

Dimension (D)=2

3. Initialize the Matrix (VX D)

4. Calculate the Fitness Function for the Matrix

5. Determine the Global Best Solution (Optimal Starting Point and Secret Data Order).

6. fori=1tol
Randomly choose a vulture and Secret Data Order from the initial matrix
Hit with Pebble in the random bit position to generate new vulture and secret data
order
Calculate the fitness function for the new vulture
if(fitness funCtionnew_vulture > fitness funCtionselected_vulture)
Update the selected vulture with generating New Vulture
else
Randomly generate a degree of roll value to generate new vulture and
secret data order
Calculate the fitness function for the new vulture
if(fitness funcuonnew_vulture > fitness funcuonselected_vulture)
Update the selected vulture with generating New Vulture
else
Randomly swap the bit position of the selected vulture and secret data
order
Calculate the fitness function for the new vulture
if(fitness funCtionnew_vulture > fitness funCtionselected_vulture)
Update the selected vulture with generating New Vulture
else
No updation for the selected vulture
End
End
End
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Repeat the steps (4 to 6) until stopping criteria is not met
End
7. Embedding of secret data in a cover image from the optimal starting pixel using LSB
algorithm.

8. Calculate the performance parameters.
9. End

3.2 Data Extraction

Figure 6 provides the data extraction algorithm for the proposed technique. Initially, the stego
image and reference information (optimal starting pixel and secret data order information) are
examined. After that, the secret data bits from the stego image are extracted from the optimal
starting pixel. Next, the secret data order information is determined and according to its value,
original secret data is recovered.

Figure 6: Data Extraction Algorithm
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4. Simulation Evaluation

The simulation investigation of the proposed technique is reported and compared with some of
the existing algorithms, including LSB [6], GA [7], PSO [8], and ABC [9] to validate the
results. The proposed algorithm is implemented using Intel (R) Core (TM) i3-4005U 1.70GHz
Processor with 8GB RAM, and 64-bit Windows 7 operating system. The coding is performed
using MATLAB. All statistical results are averaged over 50 independent iterations.

4.1 Performance Metrics
Two major performance metrics parameters are utilized for the proposed algorithm is explained
in this section for validating their performance over the existing algorithms.

e Peak Signal to Noise Ratio (PSNR): PSNR is used to measure the ratio between the
maximum signal power and the noise power. The PSNR is measured in terms of decibel (dB).
PSNR is expressed by equation (1) as [15]:

Prznax
PSNRy = 101log,, (MSE), (1)

Where, Pq. represents the maximum possible value of intensity in the cover image and MSE
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represents the mean square error. As every pixel is usually represented using 8 bits, the
maximum value of Ppayis 255 ( (i.e., 28 — 1). Also, the mean square error parameter computes
the difference between a cover and a stego image after data hiding. The MSE is expressed by
equation (2) as [15]:

MSE=L S, S (1) — 1)) @

o Kaullback-Leibler Test: The Kullback-Leibler (KL) test is used to measure the divergence
between the two histograms. In the proposed technique, after performing the data hiding
operation, the divergence of stego image histogram is measured with respect to cover image
histogram. The Kullback-Leibler is determined by equation (3) as [16]:

Ci
Dyy, = 221 Cilog g, (3)
Where, C; and S; represent the cover and stego histogram probability distributions respectively;
Dy, represent the Kullback-Leibler divergence. The 0 value of divergence signifies that there

is a perfect match whereas the 1 value denotes the maximum divergence between the cover and
stego histogram.

4.2 Simulation Setup

For implementing the proposed scheme, five standard dataset images having the size of
512 x 512 pixels (Figure 7 a-e) are used for hiding the secret data. The selected sizes of secret
data are 8192 bits, 12000 bits, 20000 bits, 32768 bits, 65536 bits, 131072 bits, and 156800
bits. The standard dataset images are downloaded from the standard USC-SIPI image database
repository [17] whereas secret data is randomly generated. For the proposed technique, the
parameters utilized for the EVO algorithm are presented in Table 2 [12, 9]. In our
implementation, the initial population is randomly generated and the dimension of each
population represents the starting pixel in a cover image and secret data order. After that, a
fitness evaluation is performed to determine the initial optimal solution. Next, for all iterations,
one population is randomly selected and three operations (hitting with pebbles, rolling with
twigs, and change of angle) are performed to determine the optimal starting pixel and secret
data order. If the optimal solution is established then the population is updated and fitness
evaluation was performed to determine the new optimal solution from the population.

Table 2 EVO Algorithm Parameters

Parameter Value
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Population Size 50
Pebble Size PS>0
Tossing Force TF=0

Degree of Rolling DS =0
Direction of Rolling | DR =0
Change of Angle CA=04
Number of Iterations | 30

Dimension 2

4.3 Simulation Results

Different simulation results evaluated for the proposed technique and designed using the
Egyptian vulture optimization algorithm are discussed in this section. Initially, the efficacy of
the proposed technique is evaluated using the PSNR parameter and compared with the LSB
algorithm, as provided in Table 3. This comparison is done to show how much the proposed
algorithm is capable of improving PSNR at different sizes of the secret data.

Table 3 Comparing the Proposed Technique with the LSB Algorithm for Different Sizes of
the Secret Data

Hiding Sizes (in bits) | LSB [6] Proposed Technique
8192 60.20 69.42
32768 56.14 63.28
80000 51.15 59.38
131072 43.64 57.23
156800 41.61 56.44
180000 40.86 55.83

Next, the reduction in the MSE over30 iterations for the different images is illustrated in Figure
8. These results indicate that the proposed algorithm attains the optimal solution in its first
iteration due to the fast convergence rate. Thus, it reduces the computation time to search the
optimal solution.

Figure 8: Reduction in the MSE over 30 Iterations for the Proposed Technique
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4.4 Visual and Histogram Analysis

The qualitative analysis is done based on visual quality and histogram variability between the
stego and the cover image, as shown in Table 4. It can easily be observed that the visual quality
and histogram between these two images look almost the same. The qualitative comparison
between the stego and the cover image has been confirmed by distance measures, namely
Kullback-Leibler divergence. The distance parameters provide the histogram variability and
measure of distortion between the stego and the cover image. Table 5 shows the KL divergence
for the proposed techniques and its comparison with the LSB algorithm. The result shows that
the proposed technique provides lesser KL divergence as compared to the LSB algorithm.
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Table 4 Visual and Histogram Analysis for the Proposed Technique
Cover Image Stego Image Histogram of Original | Histogram of Stego
Image Image
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Table 5 Comparing the Proposed Technique with the LSB Algorithm based on KL

Divergence
Cover Image | LSB Proposed Technique
Lena 0.00080 0.00071
Barbara 0.00069 0.00066
Baboon 0.00039 0.00037
Pepper 0.00120 0.00098
Airplane 0.00140 0.00110
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4.5 Comparison with the Existing Technique

In the literature, many optimization algorithms are found on image steganography. Thus, for
validating the performance of the proposed technique, the proposed algorithm is applied to
standard dataset images for comparing with the existing techniques, namely GA [7], PSO [8],
and ACO [9]. The standard greyscale images (Lena, Jet, Lake, Elaine, and Baboon) are taken
for the comparative analysis. In Table 6, the comparative analysis of PSNR values is performed
between the proposed algorithm and GA, PSO, and ABC algorithms. Table 6 indicates that the
proposed algorithm is superior to other existing techniques in terms of PSNR.

Table 6 Comparison of Proposed and Existing Algorithms in terms of PSNR

Cover Image | GA [7] PSO [8] ABC [9] Proposed
jrg Algorithm
Lena 45.12 45.19 56.40 57.20

Jet 45.18 45.38 56.39 57.21
Lake 45.13 45.67 56.40 57.22
Elaine 45.10 4593 56.36 57.13
Baboon 45.12 4431 56.39 57.21

5. Conclusions and future work

A novel optimized data hiding technique has been designed in this paper using the Egyptian
vulture optimization algorithm that reduces the variability after data hiding. In the presented
technique, the EVO algorithm searches the optimal starting pixel and secret data order quickly
using three different operations (hit with pebbles, rolling with twigs, and change of angle). The
proposed algorithm is evaluated on standard dataset images, and various performance
parameters are calculated for it. It is established that the proposed algorithm provides a fast
convergence rate to determine the optimal solution and better PSNR without negatively
impacting the embedding capacity. Lastly, a comparison of the proposed and the existing
optimization-based data hiding techniques is performed based on the PSNR parameter. It is
established that the proposed technique is superior to the other existing techniques. In the
future, the proposed work may focus on enhancing the embedding capacity and security by
deploying the compression and cryptography algorithms for the secret data.
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