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ABSTRACT 

An anticipated safe cloud computing system has been designed to address a significant 
challenge in creating a tailored Hadoop for the cloud. In this area, Hadoop was used to build 
and enhance the security of handling and collecting user data. Hadoop is one of the other 
Apache Big Data technologies, and it prepares massive volumes of data using the MapReduce 
architecture. One of the most important tools for addressing Big Data concerns is Hadoop. 
One of the most difficult challenges is securing data storage, and the Hadoop distributed file 
system (HDFS) lacks a clear security strategy. The suggested method uses public key 
cryptography to encrypt and protect each and every file stored in HDFS. Using the suggested 
data encryption technique, the collected data is encrypted in HDFS during the data collection 
process. In this paper, a hybrid encryption method for HDFS files is presented that combines 
two well-known asymmetric key cryptosystems (RSA and Paillier). Data is encrypted using the 
proposed cryptosystem before it is saved in HDFS. However, the RSA encryption algorithm 
usually requires a longer key to ensure data security. There are two methods for uploading 
files to the cloud: non-secure and safe. The hybrid system has a lower delay and higher 
computational complexity as compared to the RSA cryptosystem alone. Asymmetric encryption 
algorithms, such as RSA and Paillier, use public-key encryption and private key decryption, so 
it provides security in the cloud computing environment. The datasets required for the study is 
obtained from Amazon. 
Keywords: cryptography, cloud computing and HDFS 
1 INTRODUCTION 

Many businesses employ cloud technology in the new digital era to store, analyse, and 
analyse petabytes of data related to their operations and clients [1] [2]. The present model for 
application delivery has been shaped by developments in cloud computing technology [3]. The 
benefits of adopting cloud computing are undeniable given its huge potential to offer simple, 
affordable access to powerful computer capacity. This trend is promoted by big data (BD) 
frameworks over cloud computing (BigCloud), which have the potential for greater scalability 
and elasticity than conventional solutions [5]. Data security is even more important because 
the outsourced data may contain private information, such bank records, proprietary research 
data, healthcare data, or government information. One of the top research areas for the cloud 
in the coming decade is data security and privacy [4]. The purpose of this essay is to keep 
cloud-based sustainable business operations operating effectively. The client's confidence in 
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data transit into and out of the cloud environment, as well as the storage and processing of 
sensitive data in an off-premises data centre, provide the key security problem. Although 
several essential aspects of the cloud (such multitenancy and virtualization) allow greater 
resource usage, they make it difficult to provide safe computation. 

Large amounts of data are produced every second by rapid technological development. 
This enormous amount of data is processed by several applications, sensor networks, social 
networking sites, and small to large-scale businesses [6, 7]. Big data refers to any complicated, 
varied, and significant amount of data that cannot be processed by traditional data processing 
applications. Initially, big data was defined in terms of its volume, diversity, and velocity. 
Later, to provide equivalent descriptions of huge data, this has been expanded with a few 
additional attributes as authenticity, venue, validity, vocabulary, ambiguity, and value. 
However, while storing, analysing, and retrieving the desired results, these features frequently 
run into parallel problems. A significant volume of complicated data is analysed using big data 
analytics in order to find correlations and reveal hidden patterns. Big data security and 
extensive data use, however, are in conflict [8]. Big data collections can be processed and stored 
using the open-source Hadoop framework on a distributed, dependable, and scalable computer 
environment [9]. Large clusters or public cloud services frequently make use of Hadoop 
because of its low cost, speedy processing, fault tolerance, and flexibility. The Hadoop 
Distributed File System (HDFS) and MapReduce are the two primary parts of Hadoop [10].  

On MapReduce, massive amounts of organised or unstructured data can be processed 
concurrently. To distribute massive amounts of data, HDFS makes use of many logical file 
systems on hard discs. Hadoop has weaknesses in its security features even if its processing 
capacity is significantly more than that of traditional data processing systems. Since the 
Hadoop design is not intended to be secure, it does not offer any security measures to safeguard 
data while it is being stored or transported. Many firms use big data for research and marketing, 
but they might not focus on security issues [11]. There would be significant reputational harm 
and legal implications as a result of the data breach. Big data from Hadoop manages delicate 
information including financial, personal, business, and confidential information like client, 
employee, and customer details. Aside from that, businesses store and analyse a lot of data, all 
of which needs to be protected in HDFS storage via encryption, threat detection, and logging 
methods. These processes assist the systems in early threat detection and data security for the 
users. Diversity is one of big data's key characteristics. Big data might be in the form of text, 
images, audio, video, and more. To safeguard data from the generating phase through the 
storage phase, numerous solutions have developed recently. Using data fabrication techniques 
and limiting access during data production improves data privacy. Data security and privacy 
are mostly addressed during the storage phase via encryption techniques [12]. The process of 
converting plain text into ciphertext is known as encryption. Data privacy is ensured by 
converting explicable data into inexplicable form, which enables users to authenticate properly 
[13] and blocks unauthorised users. The same encryption keys are used for both encryption and 
decryption. Encryption is still employed for effective data protection and confidentiality. Public 



Journal of Northeastern University 
Volume 26 Issue 01, 2023 

Copyright © 2023. Journal of Northeastern University. Licensed under the Creative Commons Attribution Non-
commercial No Derivatives (by-nc-nd). Available at https://dbdxxb.cn/ 

568 

                                                                                 

                                                                 
 

key algorithms and symmetric key algorithms are the two types of encryption algorithms. To 
secure massive data, existing research uses a variety of encryption algorithms, including AES, 
RSA, DES, and ABE [14, 15]. The two asymmetric encryption algorithms: RSA and ElGamal, 
and proposed a method to enhance the confidentiality of Hadoop data. This scheme 
complements the advantages of the two encryption algorithms, and improves the efficiency of 
data encryption and decryption. However, the RSA encryption algorithm usually requires a 
longer key to ensure data security. Kapil et al. [33] combined attribute encryption with a honey 
encryption algorithm to encrypt data stored in Hadoop. 

The paper is organized as follows: Section 2 shows the related works, section 3 shows 
the proposed methodology, section 4 shows the simulation results and analysis and the paper 
is concluded in section 5. 
II RELATED WORKS 

Creating a secure Hadoop infrastructure is fundamentally a cloud computing challenge. 
The protection policy is applicable to a number of cloud services, including Platform as a 
Service (PaaS), Infrastructure as a Service (IaaS), and Software as a Service (SaaS). It also 
supports the majority of cloud computing requirements. This incident highlights the need for a 
strategy to manage these difficulties. Hadoop, which often uses the MapReduce design to 
organise massive volumes of data from the cloud system, may be a strategy used to combat this 
big data issue. The Hadoop Distributed File System does not have any policies in place to 
guarantee the security and privacy of the files stored there (HDFS). Sensitive data security on 
the cloud could be a major issue, one where encryption techniques are crucial. To cypher the 
data maintained in HDFS, Yousif et al. [16] offer a hybrid technique combining two well-
known asymmetric key cryptosystems (RSA and Rabin). Therefore, the proposed cryptosystem 
is used to cypher the data before it is stored in HDFS. The user of the cloud could upload files 
in two different ways under the suggested system: securely or insecurely. 

 AES and OTP algorithms integrated on Hadoop were utilised in this work by 
Mahmoud et al. [17] to increase the performance of file encryption and decryption. In the 
HDFS, files are encrypted, and the Map Task decrypts them. In earlier research, encryption 
and decryption were performed using the AES technique, which resulted in a 50% increase in 
the size of the encrypted file. As the encrypted file grew 20% larger than the original file, the 
suggested method boosted this ratio. The efficient authentication protocol for Hadoop is a fault-
tolerant authentication technique that Chattaraj et al [18] propose for the Hadoop architecture 
(HEAP). The operating system-based authentication, password-based approach, and delegated 
token-based techniques, which are currently used in Hadoop, are the three state-of-the-art 
authentication mechanisms that HEAP addresses. The two-server-based authentication 
mechanism used by HEAP. HEAP uses elliptic curve cryptography and an advanced encryption 
standard to generate digital signatures that are used to authenticate the principal. To maintain 
platform security, Yang and Min [19] primarily focus on implementing access control on users. 
In order to implement front-end authorization, which can accurately reflect and manage the 
flexible nature of the complex access control process in the Hadoop platform, we first use 
access proxy integrated with the attribute-based access control (ABAC) model. By using access 
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proxy, we can also release back-end resources from the complex authorization process. 
Additionally, the access proxy maintains a list made up of trust threshold values provided by 
each resource in accordance with its significance in order to guarantee the fine-granularity of 
authorization.  

The user's trust evaluation value is obtained by the access proxy through 
communication with the blockchain network and is a crucial component of the dynamic 
permission decision process. The blockchain network specifically operates in both on-chain 
and off-chain modes. The associated hash value is anchored on-chain, and the user's past 
behaviour data is kept off-chain. As a result, the user's trust value is assessed using his 
previously recorded blockchain platform activity. In the meantime, it is possible to ensure the 
validity of user behaviour data, hence ensuring the accuracy of trust evaluation results. Based 
on the ideas of a role-based access control system, Shetty et al. [20] suggested a multi-layer 
policy-based access control strategy for the Hadoop environment. The suggested paradigm 
applies access control for data owners and offers a mechanism to prevent unwanted access to 
cluster resources. Asymmetric encryption algorithms, such as RSA and ECC [12], use public-
key encryption and private key decryption, so it provides security in the cloud computing 
environment. Studies have shown that 160-bit ECC encryption is equivalent to 1024-bit RSA 
encryption, and 210-bit ECC encryption is equivalent to 2048-bit RSA encryption [13]. 
Therefore, for the security issues of data blocks in Hadoop, we propose to use homomorphic 
encryption and ECC lightweight encryption for data that needs to be calculated and ordinary 
data, respectively. This solution can ensure data security while considering encryption 
efficiency. 
III PROPOSED METHODOLOGY 

The suggested method uses public key cryptography to encrypt and protect each and 
every file stored in HDFS. Using the suggested data encryption technique, the collected data is 
encrypted in HDFS during the data collection process. In this paper, a hybrid encryption 
method for HDFS files is presented that combines two well-known asymmetric key 
cryptosystems (RSA and Paillier). Data is encrypted using the proposed cryptosystem before 
it is saved in HDFS. However, the RSA encryption algorithm usually requires a longer key to 
ensure data security. There are two methods for uploading files to the cloud: non-secure and 
safe. The hybrid system has a lower delay and higher computational complexity as compared 
to the RSA cryptosystem alone. Asymmetric encryption algorithms, such as RSA and Paillier, 
use public-key encryption and private key decryption, so it provides security in the cloud 
computing environment.  
3.1 RSA AND PAILLIER ALGORITHM IN HADOOP DISTRIBUTED FILE SYSTEM 

Since Hadoop is the top provider of services for large-scale cloud computing and 
warehouses, it must use cutting-edge encryption methods to ensure security. The plan of attack 
is to stack two public-key cryptosystems on top of one another. The idea of hybridization was 
created to extend security while overcoming the drawbacks of using a particular cryptosystem 
alone. Each record related to HDFS is expected to be encrypted before being entered into the 
database.  
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Algorithm 1: - Key generation procedure 

Input: prime number of size n bits. 
Output: The N=𝑝  public key is returned.  

                        The message was sent between user A and user B.  
            1. Create two primes that are roughly the same size and satisfy the condition (p 
and q are 3 mod 4;2𝑛𝑝2𝑛 + 1) to solve this problem.  
            2. Calculate N, which is the product of the multiplications of p and q (𝑁 = 𝑝 ∗ 𝑞). 
Although the clear text or message (m) is raised to power 2e rather than e, as is the case 
with the Rabin cryptosystem, the encryption process is still essentially based on the Rabin 
encryption approach.  
           3. The cipher text c is then calculated as follows: 
                     𝐶 = 𝑀  𝑚𝑜𝑑 𝑁         (1)  

The model for generating keys, both public and private, is based on the RSA process. 
The degree of security offered by the RSA algorithm may be impacted by the capacity to factor 
huge integers. An illustration of the cryptographic system is Algorithm1. The following 
sections provide a detailed explanation of the encryption procedures: The HDFS client is 
eligible for significant generational enhancements (public and personal keys). The file is 
encrypted using the suggested hybrid technique, and it is also buffered to HDFS to mimic an 
unstructured file. The first step in the encryption procedure is when the HDFS starts sending 
the cypher files to the information nodes. The High Density File System (HDFS) is made up 
of a reputation Node, which supervises client access to particular encryption files, saves 
Metadata, manages the namespace of the filing system, and stores metadata. One or more 
segments that have been gathered in a massive collection of knowledge nodes are used to 
produce the cyphering data.  

3.2 THE PAILLIER HOMOMORPHIC ENCRYPTION 

Typically, text files in HDFS are used to contain the data that needs to be calculated 
(.txt). We encrypt the data using the Paillier homomorphic encryption algorithm to prevent 
leakage when the parallel computing framework is applied to huge data computing workloads. 
Following are the steps: 

Step 1 Algorithm initialization: 
(1) Randomly generate two large prime numbers p and q, and let n = p × q; 
(2) Take the least common multiple λ of p − 1 and q − 1, which is specifically expressed 
as formula 1:  
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𝜆 =  𝑙𝑐𝑚 (𝑝  −  1) (𝑞  −  1)                    (1) 
Where lcm represents the least common multiple. 
(3) Choosing a random integer g needs to satisfy the order that n can divide g, which is 
specifically expressed as formula 5: 
                                         𝑔𝑐𝑑 (𝑔^𝜆  𝑚𝑜𝑑 𝑛^2, 𝑛) = 1                   (2) 

where gcd represents the greatest common divisor, the public key is 𝑝𝑘 =  (𝑛,  𝑔), 
and the private key is 𝑠𝑘 =  (𝑝,  𝑞); 
 

Since text and character strings make up the majority of the data to be encrypted, we 
employ a buffered character stream to read in plaintext and write out cipher text in order to 
speed up reading and writing files during encryption and decryption. The buffered character 
stream accelerates data processing by minimizing I/O (Input/Output) operations required while 
reading and writing data. The conventional physical stream can only read/write 1 byte of data, 
whereas the buffered character stream can read/write 8k (the default number) bytes of data in 
a single I/O transaction. In other words, for the same amount of data, employing buffered 
character streams can dramatically cut down on the number of I/O operations. Additionally, 
there are specific layout criteria when utilizing the MapReduce distributed computing 
framework to calculate data, and the text data is typically a row of data. We have updated the 
Paillier method to make sure that MapReduce can typically recognize the layout rules after 
encrypted storage. When reading data, we use string segmentation and independently encrypt 
the string for each field. We can format the cipher text when writing it such that it looks like 
plaintext. 
Algorithm2: -Paillier homomorphic encryption 

INPUT: N=𝑝 ∗ 𝑞.  

OUTPUT: The encoded cipher-text C.  

User A sends a message to user B, who then receives it. User B is required to complete the 
following steps to encode the data:-  

(a) Find out what A's true public key is (N=𝑝 ).  

(b) Explain how information such as the number m in the period should be interpreted.  

(c) Determine the value of C = (𝑀 ) module N.  

(d) Copy the encoding text to the variable A. 
 

The decoding procedure mimics the Rabin decryption scenario, in which the cypher 
text is raised to the power of the private key (d). The output, however, is the message raised to 
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power 2 rather than the direct message (M). To get the message, M first solves V using the 
Chinese Remainder Theorem (CRT) and the pair (p,q). M then returns four messages, each 
referred to as M1, M2, M3, and M4. The following step is to loop through all of the messages 
and compute 

                                 (𝑊  = )     (2) 

The following process is discussed in more detail in Algorithm 3: 
                          Algorithm3: Process for decrypting the suggested algorithm  

INPUT: Both the private key and the encoded text were accepted (d, p, q). 
OUTPUT: Use the M character encoding to translate the encoded content into plain 
text 
(a) Use the formula V=C mod d to find V=C mod.  
(b)Utilizing the CRT, determine the square root of V. (p, q)  
(c) The four potential signals are M1, M2, M3, and M4. Pay attention to all four.  

(d) Calculate (𝑊  = ), in a loop.  

(e) Return the simple text Mi that generates the outcome𝑊 . 

 
Below is a mathematical illustration of the Rabin RZ:  

The scenario is that A (Bob) sends B (Bob) his public key, and B (Bob) encrypts to 
Along. Along will calculate N=707968400363899 and d=7032635671 using the primes 
p=100669 and q=69859 as well. Let's imagine Bob wants to send Alice a message with the ID 
M=1439948310. Bob will calculate both ways. Let's imagine Bob wants to communicate with 
Alice. Bob will calculate and send to Alice the result of 519659206359828=14399483102 
(mod 70796840036899). Along computes the decryption key. Then, Alice computes the four 
square roots of 3691358296 modulo d: M1=3890433108, M2=1439948310, M3=5592687361, 
and M4=3142202563 using the CRT and his private keys. the right message can then be 
determined. In computing for i=1 to 4, along: Wi=C-Mi2/N . 
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Fig 1: Flowchart of the data encryption procedure 

In this illustration, just M2 generates WZ. The data nodes effectively segregate 
production, replication, and deletion based on instructions from the name node by using the 
proposed approach coding scheme. Additionally, data regarding the client is gathered from 
many sources and scrambled using asymmetric mechanism cryptographic tools on the server. 
A short time after encoding, data is saved in the cloud, notably using the Hadoop File System 
(HDFS), where a network of computers can access it. The server will deliver the encrypted 
data whenever a user requests it so that it can be decoded. The user then employs the associated 
keys to extract the decrypted data, as suggested in this research, by using a hybrid approach. A 
flowchart of the data encryption procedure, which entails numerous steps, is shown in Figure 
1. 
IV SIMULATION RESULTS AND ANALYSIS 

The MapReduce and HDFS frameworks are used to gauge how encrypted HDFS 
performs. Each node has a 1 TB hard drive, 16 GB of RAM, and an i5 processor. The input 
file, which resides in the cluster on a distributed file system, is divided into groups of equal 
size to facilitate and simplify the enormous amounts of data processing in parallel on large 
clusters of hardware. This enables processing enormous amounts of data in parallel on large 
clusters of hardware in a suitable and nearly error-free manner.  

Table 1: The computational complexity of various methods 
Method Encryption Decryption 

RSA T(c)= O (log 𝑛)  T(M)= O (log 𝑛)  

Pailier T(c)= O (5 𝑛 + 2𝑛) T(M)= O (2 𝑛 +

(12 𝑛 + 2 𝑛)  
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Proposed T(c)= O (4 𝑛 + 3𝑛) T(M)= O (2 𝑛 +

(12 𝑛 + 4 𝑛)  

 
In Table 1, the computational complexity of the proposed technique is contrasted with 

that of the RSA and Paillier cryptosystems. It is evident that the computational complexity of 
the suggested method is lower than that of the individual cryptosystems (RSA or Rabin 

Time required to decrypt the Hadoop separation dataset files and change them to 
plaintext using the private key is measured in minutes and seconds, whether using the RAS 
alone or the suggested approach. Seconds are used to measure it. In this instance, the 
Encryption Time essentially equals the system's present time prior to encryption, letting the 
system's present time following encryption, resulting in the encryption time being given. As 
illustrated in the example below, the Decryption Time is equivalent to the System Current Time 
before Decryption minus the System Current Time after Decryption.  

 
Figure 2: Comparison of encryption time 

The effects of linking encryption techniques like those employed by RSA and Paillier 
with the suggested method were shown in Figure 2 using various file sizes. It is evident that 
the proposed technique displayed efficient time consumption when compared to the RSA and 
Paillier methods when file sizes ranging from 100 MB to 1 GB with a step size of 100 MB or 
higher are considered. Furthermore, compared to the standard RSA and Paillier methods, the 
suggested solution for the encryption stage is much quicker.  
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Figure 3: Comparison of decryption time 

As illustrated in Figure 3 the suggested technique, RSA, and Paillier all have a time 
window throughout the decryption phase. Several various sizes of encrypted files have been 
applied to the present stage. When all of the previously mentioned systems (including the 
proposed technique) are applied, the suggested ciphered approach has a shorter decryption time 
than the other ways.). 
V CONCLUSION 

The suggested Hybrid cypher asymmetric key approach encrypts the file's content 
before storing it in HDFS by shielding it from various network incursions, as shown in the 
following figure. Since the files have already been encrypted before being collected in Hadoop, 
it is now possible to save files or data there without worrying about security concerns. The 
proposed system contains the following extra elements in addition to the most well-known 
cloud computing service models, such as Infrastructure as a Service (IaaS), Software as a 
Service (SaaS), and Platform as a Service: (PaaS). It aids in data transfer authentication as well 
as information management and security issues (Verification, Credibility, Ease of Access, and 
Secrecy) in protection. In comparison to the standard RSA and Paillier methods, the proposed 
encryption approach is substantially faster. The suggested method, RSA, and Paillier all have 
periods throughout the decryption phase. The proposed ciphered method is faster to decode 
than the other methods when all of the systems previously mentioned (including the suggested 
method) are used. The proposed method demonstrated exceptional performance when used to 
a wide range of file sizes during the encryption and decryption stages, despite its additional 
complexity (double the computational complexity in the decryption stages). Longer-term work 
would be required for the incorporation of the RSA asymmetric key cryptosystem. It was found 
that the encryption and decryption rates for encryption and decryption were noticeably greater 
than the average, continuing the effects of the complex system investigation. The suggested 
solution, which depends on quick blocks for encryption and decryption, has the potential to 
generate an ideal concept for the purpose. The Rabin cryptosystem's decryption has been 
broken down more effectively than other systems have in the past. 
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